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Abstract 
The present article has the goal to provide an overview on the most relevant research publications placed at the 
intersection between the study of the Industry 4.0 and the concepts of innovation and sustainability. A review of the 
literature has been carried out and the most cited 80 publications identified in Scopus have been analyzed. The 
investigation pointed out that there is an exponential growth of the research activity in this field in recent years and that 
Europe is ahead of China and the United States as regards the number of scientific publications. The fundamental 
contribution of this article consists in highlighting the most important aspects related to the Industry 4.0 and the concepts 
of innovation and sustainability, by systematizing the findings of the publications studied. 
Keywords:  Industry 4; sustainalility; innovation. 
 

1. INTRODUCTION  

The starting point of the present research consists in investigating a research field incompletely covered in the 
literature, placed between the new emerging paradigm called by economists Industry 4.0 and the concepts of 
innovation and sustainability.  

This new stage in the history of humanity called by some economists the 4th Industrial Revolution is of great 
interest due to its special and multidimensional importance worldwide.  

First of all, the extent and speed of changes and innovation within the socio-economic system seems to be 
unprecedented in history, while its disruptive nature penetrates all economic sectors. Second, the complexity 
of interdependencies is heightened because this paradigm shift occurs at the peak of globalization, where value 
chains are deeply integrated and shared across states. Thirdly, the new paradigm has its origin in ecological 
pressures which humanity has dealt with superficially for a long time while now it is mandatory to solve them 
under the threat of irreversible imbalances and of an inexorably closing window of opportunity. 

2. LITERATURE REVIEW 

2.1. Industry 4.0 

We are currently at the beginning of a new era, which some economists call the Fourth Industrial Revolution 
due to the scale, complexity and speed of technological transformations, unprecedented in history. In addition, 
there is also the possibility of fundamentally reforming the global economic and social system which could 
become a vector of exponential growth in productivity (Schwab, 2017). 
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Although the generalized digitization of the economy and the promotion of innovative combinations of new 
technologies specific to the new paradigm received the economists’ attention while generating consensus as 
regards the estimates for increasing the efficiency and economic performance, the new phenomenon has 
raised controversies. 

According to Rifkin (2016) the speed of spread and the systemic impact are intrinsic attributes of economic 
digitization started 25 years ago at the dawn of the Third Industrial Revolution. Currently, the maturation of 
digital technologies leads to exponential growth curves and to the impressive reduction of marginal costs in 
very poorly developed industries, which only confirms the peak of the current economic paradigm, and in no 
way heralds the emergence of a new one.  

For his part, in Nuvolari’s view (2019), the name "Fourth Industrial Revolution" is not justified, because of 
lacking of clear technological or economic discontinuities that would support an important change. Moreover, 
the innovations of the current stage could be seen as incremental improvements in the field of information and 
communication technologies (ICT) and should not be considered the pillars of a new industrial revolution. 

2.2. Innovation 

Innovation is probably one of the oldest human activities contributing to the upward trajectory of humanity from 
the mists of prehistory to the modern era, while it is probably the only plausible response to demographic, 
environmental and later economic pressures. Over time, the strong evolutionary nature of innovation is widely 
mentioned and analyzed in the literature oscillating between the Darwinian and the Lamarckian approach. 
Thus, a general principle of "Evolutionary Epistemology" is outlined, considering  innovation as a catalytic 
phenomenon contributing to the intellectual, social and material development of humanity in the logical and 
natural sequence of an organic evolution continuum (Ziman, 2000).  

The evolutionary view is reiterated by many economists who make a clear distinction between innovation and 
invention, the latter referring to the first moment of conceptualizing a new idea, of presenting it publicly and 
protecting it by a patent, often in a way that cannot be implemented in reality. As regards innovation, it is a 
significantly improved variant due to continuous adjustments, resulting from interactions with the real economic 
environment and from consumers’opinion over long periods of time, meaning very often a drastic 
reconfiguration and a different economic significance compared to the initial variant (Kline & Rosenberg, 1986). 

2.3. Sustainability 

In their attempt to conceptualize the transition trajectories, Geels and Schot (2007) use the typology of Suarez 
and Oliva (2005), who analyzes the way companies react to changes in the business environment, by taking 
into account the higher-order changes, that is of the environment and climate. Geels and Schot deliberately 
exclude hyperturbulence between the influencing factors of their trajectories because this type of changes at 
the environment and climate is unlikely to appear in reality. However, the climatic evolutions tend to contradict 
the two authors only a decade later. The increasingly accentuated instability of climatic phenomena as well as 
the statistics in recent years shows a clear evolution towards hyperturbulence of the environment. 

3. RESEARCH METHODOLOGY 

The first part of the research includes a documentation providing a strong basis for the theoretical framework 
of the paper as well as a starting point in the epistemic approach. Thus, the main stages of the research are: 

3.1. Identification of the study collection 

The collection of studies was carried out on April 28 using data from Scopus dayabase. Scopus is one of the 
bigest scientometric database in the world, containing approximately 36,000 distinct titles from more than 
10,000 publishers worldwide while covering various fields such as social sciences, life sciences or physical 
sciences (Anelis Plus, 2022). The initial search consisted of entering the keywords "Industry 4.0 innovation", 
"Industry 4.0 sustainability", "Fourth Industrial Revolution innovation", and "Fourth Industrial Revolution 
sustainability" in separate search fields linked by the logical operator "or" after selecting "Article Title, Abstract, 
Keywords" from the document search section of Scopus database (Figure 1). The search strategy deliberately 
excluded any other restrictions related to year of publication or region. In this regard, the search resulted in a 
number of 2455 scientific articles.  
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FIGURE 1 - ALGORITHM OF PAPERS’ SELECTION 
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3.2. Selection of relevant studies 

The next step was to define a list of exclusion criteria and build a sequential algorithm for their application. 
Each successive stage of exclusion led to creating a database of relevant articles for the research. The 
exclusion criteria used are shown in Table 1. 

TABLE 1 -. EXCLUSION CRITERIA USED IN PROCESSING THE DATABASE OF ARTICLES UNDER ANALYSIS 

Criterion 
number 

Sequence 
code 

Criterion description 

1. CritEx1 The paper is not open source, therefore the full analysis of the text is not possible. 

2. CritEx2 The paper is not written in english. 

3. CritEx3 The paper is not a review or an article published in a scientific journal or an article 
included in the conference proceedings 

4. CritEx4 The category "subject area" is irrelevant including less than 30 publications 

5. CritEx5 The year of publication generates discontinuities in the analysis  

3.3. Statistical investigation selected studies 

The final database containing the most relevant publications for the chosen topic was statistically analyzed 
(Figure 2). Out of the total number of 746 of papers, more than half are articles published in scientific journals, 
while 38.1% are papers presented at conferences. A smaller, but still consistent percentage (7%) is made up 
of reviews. 

 

FIGURE 2 - DISTRIBUTION OF PAPERS ACCORDING TO CATEGORY 

The analysis shows many interesting and revealing aspects for understanding the evolutionary dynamics of 
the Industry 4.0 phenomenon. On the one hand, the annual distribution of publications presented in Figure 3 
reveals that the researchers’ interests in this field have been recent, more precisely since 2013, leading to the 
conclusion that the field of research is in its infancy, thus providing exciting opportunities for experimentation 
and discovery.  

On the other hand, after a relatively heavy and hesitant start with less than 20 articles published within 4 years,  
an exponential evolution in the number of annual publications has occured since 2017, which means an 
increase of 411% compared to the previous year. Each of the next three years brought consistent increases of 
117%, 106%, and 35%. The growth trend has most likely continued in 2021, especially since the articles 
published in the first 4 months of the year exceeded by a third the number of the previous year. Therefore, in 
the context of the transition to the Fourth Industrial Revolution, the studies related to innovation and 
sustainability are experiencing an increase putting the research field on an upward trajectory. 
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FIGURE 3 - NUMBER OF PUBLICATIONS PER YEAR 
 

Figure 4 provides a more suggestive picture about the exponential growth of the research activity in this sector 
in recent years, highlighting that the year 2020 and the first 4 months of the year 2021 (the time up to which 
the analysis was carried out) contain 50% of the entire volume of publications in the research field.  

 

FIGURE 4 - PERCENTAGE DISTRIBUTION OF PUBLICATIONS PER YEAR 

As regards the geographical distribution, a significant interest in this field of research could be found in Europe 
due to the higher number of scientific papers published, compared to the United States or China. Figure 5 
presents the first 15 most prolific countries according to the academic interest in the Industry 4.0 analyzed by 
means of innovation and sustainability keywords. Thus, although they are two economic forces worldwide 
fiercely fighting for the top position in global leadership, the United States of America and China share the 11th 
and 12th rank, while they are behind Poland or South Korea as regards the ranking of relevant scientific 
publications. 

 

FIGURE 5 - TOP 15 STATES ACCORDING TO THE NUMBER OF RELEVANT PAPERS 
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Figure 6 highlights the geographical distribution of papers. Out of the total of 746 publications under analysis, 
countries with less than 5 published articles were eliminated.  

Thus, although Italy clearly stands out as regards the number of papers, Germany and Great Britain are 
chronologically better placed while having contributions in the field of study up to two years in advance. 
Moreover, both the United States and the cluster of China and South Korea are chronologically ahead of Italy, 
while quantitatively speaking, their aggregate contributions barely match the leader's individual performances. 
Last but not least, the Romanian scientific community is in its infancy in this field of scientific research, the 
contributions of researchers from our country taking shape after mid-2020. 

 

FIGURE 6 - GEOGRAPHICAL DISTRIBUTION OF PAPERS PER YEAR 

 
Overviewing the distribution of scientific literature by continent, the absolute dominance of Europe stands out. 
As could be seen in Figure 7, Europe's contribution to the total of publications under analysis is 58%. Thus, 
with double the number of papers compared to Asia and North America combined, Europe is clearly a leader 
in the study of the innovative and sustainable nature of Industry 4.0. 

 

FIGURA 7 -  PERCENTAGE DISTRIBUTION BY CONTINENT OF PAPERS 

 

Taking further the analysis, the overall picture of the studied phenomenon takes shape by revealing the causes 
behind such a significant dominance of Europe in the field. Therefore, by investing and supporting the 
publication of scientific papers in this field, European Commission has a great contribution in highlighting 
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Europe's central leadership role in studying and implementing the Fourth Industrial Revolution by continuous 
innovation and the pursuit of long-term sustainability (Figure 8). 

 
FIGURE 8 - CONTRIBUTING SPONSORS IN THE FIELD UNDER ANALYSIS 

 
Extremely useful for understanding the multiple facets of the transition to the Fourth Industrial Revolution is the 
classification of the papers according to the field of study. Thus, as can be seen in Figure 9, the new emerging 
technologies seen as pillars of Industry 4.0 are mostly studied within the publications in the fields of Engineering 
and Computing Techniques, representing together 35.4% of the total number of scientific papers under 
analysis.  

Social Sciences represents the next field of study, while the third most consistent field of interest, with a 
percentage of 11.6% of the papers, is that of Environmental Sciences. 

 

 

FIGURE 9 - DISTRIBUTION OF PAPERS UNDER ANALYSIS BY FIELDS 
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In order to analyze the keywords within the 746 papers, the VOSviewer software was used, which allows 
complex bibliographic analyzes on several dimensions. Thus, the software graphically highlights, as a map, 
the frequency of keywords used by authors, as well as the strength of the interdependencies between these 
words, by grouping them into specific clusters. Therefore, the software identified 2045 keywords. However, all 
the keywords with less than 10 mentions were eliminated, thus resulting 27 keywords, with the highest 
representativeness for the topic under analysis. 

Figure 10  graphically shows how the 27 words were distributed using the software, as nodes in a network of 
connections made up of 5 clusters very different in size and composition. The key to deciphering the map lies 
in the correct interpretation of two essential parameters: the "bandwidth" or in simple terms, the extent of the 
connection between the two nodes, in other words the co-occurrence force between the words and the distance 
between the nodes describing the "degree of kinship" between the words. 

Therefore, looking carrefully at the map in figure no. 12, the most obvious relationship is between Industry 4.0 
and the concept of sustainability, which are not only in the same cluster. They have also developed the most 
significant co-occurrence connection and have been located at the minimum distance which means a strong 
relationship. Slightly surprising is the greater distance between Industry 4.0 and the concept of innovation, 
taking into account that the new paradigm is foreshadowed as the most innovative era in human history. 
However, the two concepts have important co-occurrences, while two other nodes in proximity, that of 
Digitization from the blue cluster and the Internet of Things from the red cluster, have strongly converging 
connotations with technological innovation.   

 

FIGURE 10 - PAPERS ANALYSIS ACCORDING TO KEYWORDS 
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4. THEMATIC RESEARCH OF SELECTED PAPERS 

In this stage, emphasis was on identifying the main topics linked to the concepts of innovation and sustainability 
in the context of Industry 4.0 in the literature. In this regard, the most cited 80 publications in the scientific 
literature were thoroughly analyzed from the content perspective. Essential information related to key concepts, 
recurring terms, converging viewpoints and categories of interest common to multiple authors were therefore 
manually extracted and sorted. 

The fundamental topics of interest standing out from the analysis carried out are the following: 

 Technological innovations of Industry 4.0 

 Effects of generalized digitization on the socio-economic system 

 Innovative/disruptive principles of Industry 4.0 

 Catalytic factors for sustainability 

 Discontinuities, opportunities and obstacles in the transition to Industry 4.0 

4.1. Technological innovations of Industry 4.0 

The technology has been widely considered the catalyst behind every industrial and economic boom in history. 
Therefore, it is no surprise that emerging technologies in the context of the transition to the Fourth Industrial 
Revolution have been the most intensively and complexly studied in the selected publications. Analyzing the 
content, two categories of approaches emerge, different in focus and reference system. On the one hand, there 
is the analysis of technologies having already reached a certain degree of maturity and classified by technical 
and commercial reliability, either on a national scale or in some industrial sectors. In this case, the analyzes 
focused mainly on their economic potential by increasing competitiveness and revenues of companies (Bonilla 
et al., 2018), by optimizing and streamlining processes (Liao et al., 2017), by reducing costs ( Alami and 
ElMaraghy, 2021) or by creating network effects (Mulick et al., 2021). 

On the other hand, early-stage innovations have been studied by means of their potential for evolution towards 
the higher level of extended adoption in the economy (Fromhold-Eisebith et al., 2021), or by the 
complementarities with already existing technologies (Ballestar, et al., 2020), either by completely replacing 
them (Rifkin, 2015) or by opening new markets (Silvestri, 2021). 

Table 2 presents the main technologies analyzed in the literature considered important technological 
innovations for the new technical-economic paradigm. 

TABLE 2 - TECHNOLOGICAL INNOVATIONS SPECIFIC TO INDUSTRY 4.0 

No. Technological innovation Number of articles % of the total 

1. Internet of Things (IoT) 36 45.00 % 

2. Big data algorithms 29 36.25 % 

3. Cyber-physical systems (CPS) 27 33.75 % 

4. Cloud 21 26.25 % 

5. Artificial Intelligence / Machine Learning 18 22.50 % 

6. Virtual reality/augmented reality 16 20.00 % 

7. Blockchain 13 16.25 % 

8. Digital twin 9 11.25 % 

9. Smart/ additive manufacturing 8 10.00 % 

10. Simulation 6   7.50 % 

 
By far the most studied technology specific to Industry 4.0 is the so-called Internet of Things (IoT), an intelligent 
platform physically incorporating a whole plethora of sensors, actuators and autonomous machines 
communicating in real time with each other as well as with the platform and human decision-makers, where 
appropriate. All this vast information network provides efficiency level as regards the integration of processes 
both vertically and horizontally (Yang et al., 2017). This super-internet exceeds the boundaries of the traditional 
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company, connecting the entire network of stakeholders in a flexible and agile ecosystem, which can respond 
much more quickly and efficiently to threats and opportunities from the business environment (Glova et al., 
2014), or to dynamic customer needs (Fisher et al., 2018). The efficiency of collaboration and the optimization 
of information flows within the network are facilitated by the intensive use of algorithms performing complex 
data collection functions, as well as analysis and decision-making processes, all carried out in real time, using 
huge amounts of data collected by sensors attached to smart equipment (Herrmann, et al., 2014). Big-data 
algorithms are seen as an essential complementary technology of the Internet of Things providing huge 
opportunities for improving the productivity, efficiency and flexibility of economic processes (Li et al., 2017) by 
collecting and compiling data from the environment. 

Therefore, in the new philosophy outlined by Industry 4.0, emerging technologies do not develop in isolation, 
but evolve towards a synergistic integration, in constellations of technologies that mutually self-enhance to 
generate positive leverage effects. In this regard, big-data algorithms are conceptualized in close connection 
with cloud technology providing distributed computational support in order to process enormous amounts of 
data in real time. The addition of the installed computing capacity is thus ensured, especially when the data 
flow exceeds the system capacity to provide a superior performance of gaining information and generating 
coherent and synchronized responses at the entire logistics chain (Ghobakhloo, 2018). 

In complementarity with cloud technology, cyber-physical systems represent complex networks of 
interdependencies between various equipment, performing dynamic tasks and information processing units, 
interpreting incoming signals, rebuilding a virtual image of reality and sending commands factually adapted. At 
the intersection of cloud technology and cyber-physical systems, new areas of unexplored possibilities open 
up, such as the concept of control-as-a-service for industrial automation applications (Givehchi, et al., 2014), 
or the implementation of adaptive decision-making systems, based on multi-criteria (Mourtzis & Vlachou, 2018). 

Not all innovations specific to Industry 4.0 benefit of similar developments as regards technological maturation, 
adaptation to the rigors of the market or degree of adoption in the real economy. If the innovations presented 
above have already largely become reference technologies, with solid applications and proven results, others, 
including virtual/augmented reality, digital twin technology or additive manufacturing, are still in the early stages 
of laboratory testing of their technical and economic viability (Oesterreich & Teuteberg, 2016). 

Blockchain technology confirms its applicability and economic opportunity in the context of strong 
complementarity with the Internet of Things (IoT). From a wide range of Blockchain functions in contributing to 
Industry 4.0 ecosystems, in general and in the synergistic relationship developed with the Internet of Things, in 
particular, the most intensively studied are development and execution of smart contracts (Lone & Naaz, 2021), 
data security (Ge et al., 2020), third-party trust mediation (Kochovski, et al., 2019), automatic payments (Zhong 
et al., 2019), and solving IoT security issues (Khan & Salah, 2018). Beyond the possibility of solving problems 
specific to the various technologies of the Industry 4.0, the blockchain technology has a huge potential for 
complementarity with many of the emerging technologies, due to its role of decentralized infrastructure 
mediating information exchanges and value. 

Another aspect intensively studied in the literature refers to the creative ways the innovations presented above 
interact with each other, in various configurations, generating economic and sustainability opportunities. In this 
regard, the most studied synergies are Internet of Things and Blockchain (Qian, et al., 2018; Villiers, et al., 
2021), Blockchain and Artificial Intelligence (Kumari, et al., 2020; Gligor et al. , 2021) or Internet of Things and 
Artificial Intelligence (Mo & Sun, 2020; Hansen & Bøgh, 2021). 

4.2. Effects of generalized digitization on the socio-economic system 

The development of technologies, products and services with a high degree of digitization and their accelerated 
diffusion in the economy is an intrinsic characteristic of the transition to the Fourth Industrial Revolution. The 
new paradigm is the trigger of a complex multi-dimensional interactions between technological innovation, 
responses and accelerated dynamics of consumer expectations while companies make considerable efforts to 
reposition themselves in order to better deal with threats and opportunities provided by a hyper-competitive 
economic environment (Teece, 2018). In addition, there is also the regulatory dimension which is in a strong 
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interdependent relationship with the above dimensions while the state is under pressure to respond coherently 
and quickly to developments in society by developing timely policies adapted to the new realities. 

Emergence of new business models. The companies’ focus on the innovation of business models which can 
prove to be more effective than the innovation of products or processes is one of the most intensively studied 
aspects in the literature (Geissdoerfer, et al., 2018). 

The literature reveals success stories on the implementation of new business models, where leaders such as 
Amazon in the field of commerce (Aversa, et al., 2020), Uber in the field of mobility (Muller, 2020) or FoodPanda 
in food delivery (Yeo et al., 2021) stand out. On the other hand, companies such as Kodak (Koen et al., 2011) 
or Blockbuster (Raynor, 2016) failed in the attempt to develop business models adapted to the digital age and 
were doomed to bankruptcy.  

Overviewing the literature, a lot of clear directions for structuring the research stand out. Quantitatively 
speaking, the most consistent of them revolves around the analysis of digitization by means of the changes 
generated within processes such as value proposition (Taylor et al., 2020), creation (Sjödin et al., 2020; 
Matarazzo et al., 2021), distribution (Beaulieu & Bentahar, 2021) and value capture (Kohtamäki et al., 2020). 

Moreover, the configuration of business models in the context of increased digitization was analyzed in relation 
to emerging trends such as collaborative economy (Curtis, 2021), circular economy (Braun et al., 2021), 
servitization of the economy (Paiola & Gebauer, 2020), prosumer economics (Hwang et al., 2017) or innovation 
in the social economy (Tykkyläinen & Ritala, 2021). 

Changes in labor relations in the context of the massive digitization of products, processes and business 
models is one of the basic concerns of both researchers and regulatory entities while generating wide 
controversies (Murillo et al., 2017), but also exploration opportunities (Lin et al., 2020). Many criticisms of 
digitization bring into focus the work relationships specific to the collaborative economy, while some authors 
state that workers can be exploited precisely because of the work relationships nature (Tran & Sokas, 2017). 
Seen as independent contractors (Carboni, 2016), short-term workers (Gleim et al., 2019) or "on-demand" 
workers (DeStefano, 2016) in the new work organization philosophy, the participants in collaborative models 
give platforms a significant advantage (Gonzalez-Padron, 2017), at the price of giving up social protection of 
employees (Steward & Stanford, 2017) and a long-term unfavorable status. On the other hand, some authors 
in the literature emphasize the positive aspects of this work model such as the flexibility of the work schedule 
(Hartono et al., 2021) and the opportunity to integrate low-skilled people into the labor market (Kelly, 2020). 

Redefining the concept of "trust” is seen both as an effect and above all as an essential condition for a 
generalized adoption of digitization, in the new paradigm of Industry 4.0. In the new philosophy of open 
innovation, achieving a higher competitiveness by companies is conditional on the most effective integration of 
a wide range of external stakeholders (Schepis, et al., 2021), each of them with their unique specializations 
and knowledge, within a network generating value and innovation (Salampasis & Mention, 2019. Thus, in such 
a heterogeneous environment, dominated by cultural, technical and organizational value differences (Mubarak 
& Petraite, 2020), reaching an optimal level of trust within the network is the critical element for the success of 
a project (deOliveira & Rebechini, 2019) and for achieving a competitive advantage. In the context of Industry 
4.0, trust evolves from the human level to direct integration in technological structures (Mubarak, et al., 2019), 
by the widespread use, especially of Blockchain technology, in various fields, starting from food traceability 
(Casino et al., 2019), securing medical data (Usman & Qamar, 2020) or financial transactions (Sangwan et al., 
2020). Moreover, Internet of Things (IoT) (Narang & Kar, 2021) or Cyber-Physical Systems (CPS) are high 
potential technologies towards the automatic integration of trust in technological systems.  

Another field intensively studied in relation to the concept of trust in the digital age is the collaborative economy. 
To guarantee trust and facilitate productive collaboration between complete strangers, the aggregator platforms 
play a decisive role in intermediating exchanges (Schor, 2016). Furthermore, implementing reputation 
mechanisms increases the trust between participants within platforms while facilitating an optimal level of socio-
economic interaction (Stahl, 2013).  
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4.3. Innovative/disruptive principles of Industry 4.0 

The literature provides a wide range of interpretations and conceptualizations of the organizing principles 
behind the disruptive nature of Industry 4.0. However on a closer look, a lack of conceptual homogeneity and 
a relative lack of rigor in defining the terms can be found, probably generated by the wide variety of 
specializations and disciplinary fields of the authors. In the current section, a brief classification of the defining 
principles behind the new paradigm is attempted, as they emerge from the content analysis of the relevant 
publications, accompanied by the broad definition of each concept, in order to contribute to epistemic 
homogenization. 

Real-time integration involves the ability of Industry 4.0 platforms to ensure instant communication between 
intelligent components within ecosystem, to analyze data collected from different sub-systems of the logistics 
chain and to generate and send coherent decisions (Terziyan et al., 2018). For the first time, the new IT 
technologies allow a holistic approach by real-time dual integration, both vertically and horizontally. Vertical 
integration involves directly connecting all components and hierarchical levels of an organization in order to 
increase the overall profitability (Biancini & Ettinger, 2017) and to encourage innovation (Liu, 2016). On the 
other hand, horizontal integration involves the real-time coordination of many stakeholders, from suppliers to 
customers, within a flexible and dynamic network which can respond much more quickly to changes in the 
business environment (Strozzi et al. , 2017). In the literature, real-time integration has been studied by its 
potential benefits such as improving traffic congestion (Manseur et al., 2020), optimizing logistics routes (Bock, 
2019), adjusting prices and energy consumption (Siano & Sarno , 2016), security monitoring of industrial 
processes (Yu et al., 2015) or dynamic planning of intelligent manufacturing processes (Rossit & Tohmé, 2018). 

Reconfiguring the role of stakeholders. In theory, in any era or economic system, the fundamental role of any 
economic organization is to generate value for a wide range of stakeholders. In the new paradigm of Industry 
4.0, this aspect remains valid, but there is a major reconfiguration of the interactions between the various 
categories of stakeholders as well as of the power relations between them (Martin, 2016). The organizational 
framework provided by the collaborative economy based on new emerging technologies and on aggregator 
platforms changes the roles and interactions within the value chains of companies while placing the customer 
in a central, privileged position (Frankenberger et al., 2013).  

Whether becoming a micro-entrepreneur (Crittenden et al., 2019) or a prosumer (Moura & Brito, 2019), the 
customer has changed the role from passive consumer to generating and sharing value directly with strangers, 
in some cases completely eliminating intermediaries from the value chain (Rifkin, 2015). In response to the 
pressures or opportunities of the collaborative economy, other categories of stakeholders, including companies 
identified as market leaders in their fields (Ciulli & Kolk, 2019) or investors (Tao & Wei, 2019) have chosen to 
significantly reposition themselves. 

Decentralization is the ability of an ecosystem components to self-coordinate without the intervention of a 
central authority or to manage their interactions and exchanges of value without an intermediary. It is studied 
in extremely diverse fields, starting from the decentralization of production control systems (Grassi et al., 2020), 
traceability within logistics chains (Chiacchio, et al., 2020), reconfiguration of waste management (González et 
al., 2020), decentralized energy generation systems (Schulz et al., 2020) up to decentralization of consensus 
among stakeholders (Liu et al., 2021), decentralization of taxation (Cheng et al. , 2021), payment processing 
(Lee, 2019), decentralization of auctions (Omar et al., 2021) or even car sharing (Saurabh, et al., 2021). 

Generalized servicing represents the new trend which involves reinventing the philosophy of generating, 
monetizing and capturing value. By turning to new business models, customers are encouraged to give up 
costly investments in product acquisition in exchange for recurring payments for services complementary to 
products or value derived from their temporary use (Tukker, 2015). This trend initially started by implementing 
the so-called product-service system (PSS) (Hänsch-Beuren, et al., 2013) and mainly targeted the final 
consumers. Currently, by the convergence of Industry 4.0 technological innovations, this principle extends to 
the industrial sector, to the Internet of Things used in production (Rymaszewska et al., 2017) or the servitization 
of digital processes (Cimini et al., 2021). The benefits generated by servitization have been widely analyzed in 
the literature, especially as regards companies which could obtain long-term competitive advantages (Guo et 
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al., 2015) by increasing and diversifying revenues (Salonen et al., 2017) as well as customer loyalty (Visnjic & 
Van Looy, 2013). 

4.4. Catalytic factors for sustainability 

The sustainability of Industry 4.0 is one of the main topic in the scientific literature together with the study of 
the new system economic benefits. More precisely, in this regard, the most popular topic is tripple bottom line, 
namely the analysis of economic, social and environmental aspects, seen as important elements in achieving 
a real long-term sustainability. 

Economic dimension. The papers under analysis focus on the main aspects of the economic performance of 
companies while the authors identify a whole range of beneficial effects of the new technologies in the 
economy. Increasing economic productivity is identified as one of the main benefits of generalized digitization 
as regards the production (Jeske et al., 2021) and can be achieved by better process planning (Brecher, et al., 
2019), by a superior level of monitoring and feedback transmission, the information aggregated through big 
data algorithms in real time providing an obvious competitive advantage (Sjåholm Knudsen et al., 2021). Even 
if the introduction of generalized digitization within company is not an easy process and could be accompanied 
by high costs and conflicts (Horvat et al., 2019), in the long run it generates undeniable positive effects, like the 
decrease in consumption of raw material (Brüggemann, et al., 2020). Reducing costs by optimizing supply 
chains based on collaborative models (Hu et al., 2019) or by reducing complexities of coordination and 
communication (Brito & Miguel, 2017) are other expected effects of technological innovations specific to 
Industry 4.0. 

Last but not least, increasing the flexibility and resilience of organizations, an extremely current topic in the 
context of the multiple crises to which humanity is exposed, could be achieved by implementing decentralized 
models (Min, 2019) or by integrating real-time logistics chains based on the Internet of Things (Zhou & 
Piramuthu, 2018). 

Increasing long-term economic competitiveness, an important element of sustainability, has been addressed 
in the literature by many authors interested in the obstacles to achieving economies of scale.  

Social dimension. The social dimension of sustainability is addressed in the literature from several perspectives. 
One of them refers to the empowerment of consumers, by repositioning them in the economic ecosystem with 
the emergence of the prosumers category (Wilkinson, et al., 2020). In the new organizational paradigm, 
although the prosumers in the energy market  face various cultural, geographical or legal barriers (Horstink et 
al., 2020), they gain both a greater bargaining power and a better distribution of costs and benefits (Hiteva & 
Sovacool, 2017). Moreover, the consumers enjoy the facilities of new technologies, which allow a high degree 
of products and services customization (Papazoglou et al., 2020), thus providing superior experiences to 
consumer at competitive prices. 

From another perspective, Industry 4.0 technologies are analyzed by means of the benefits and efficiencies 
they generate on the labor market, while increasing the flexibility of work processes by integrating the 
Augmented Reality and Virtual Reality facilitates learning and reduces the execution times of various tasks 
(ValleEnrique et al., 2021). In the long run, workers assisted by technology can enjoy a better balance between 
professional and personal life (Dittes et al., 2019), although in certain cases there is a danger that professional 
activities facilitated by technology could invade private life. 

Another area of analysis was the Artificial Intelligence and work automation by using software robots, which 
leads to decreasing the share of repetitive tasks (Ribeiro et al., 2021) while increasing the ease of professional 
life for many categories of employees. However, in the lomg run, the uncontrolled generalization of this 
technology may lead to loss of jobs in certain sectors (Nam, 2019), especially regarding unskilled workers (Frey 
& Osborne, 2017). 

Dimension of environmental protection. The Industry 4.0 philosophy generates fundamental changes at the 
economic level as well as on business models, while integrating ecological sustainability into current economic 
practices (Stock, et al., 2018). Possibly the most pressing dimension of long-term sustainability because of the 
irreversible imbalances generated by human activities, the dimension of environmental protection is widely 
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investigated in the context of the transition to the Fourth Industrial Revolution. One of the fundamental directions 
of study consists in analyzing the contribution of new technologies to promoting the circular economy (Moktadir 
et al, 2018) or the collaborative economy (Pouri, 2021), both having high potential as regards the sustainability. 
Therefore, reducing the consumption of raw materials is a major objective of Industry 4.0 (Amjad et al., 2021) 
and could be achieved by better planning and production flexibility (Novák et al., 2020), by integrating in real-
time logistics and production processes (Pan et al., 2021), or by reducing production inefficiencies by using 
cloud technology and additive production processes (Simeone et al., 2020). 

Furthermore, reducing losses could be achieved through the real-time integration of companies' value chains, 
an extremely useful approach, especially regarding perishable products (Lejarza & Baldea, 2020). 

Another area of analysis refers to the possibilities of reducing greenhouse gas emissions, both in passenger 
transport by promoting car-sharing platforms (Yu et al., 2017) as well as in goods transport by optimizing 
transport routes (Guedria et al., 2017). 

4.5. Discontinuities, opportunities and obstacles in the transition to Industry 4.0 

As any major turning point in the evolution of socio-economic systems, the transition to Industry 4.0 brings a 
lot of transformations on all levels as well as significant discontinuities in some industries. 

Major discontinuities are addressed in the literature, mainly by the emerging technologies, which either bring 
completely new capacities, or facilitate recombinations and complementarities of technologies and knowledge 
in new and creative ways (Grimpe & Sofka, 2016). All these are analyzed by means of social transformations 
they generate and fields where they appear more meaningfully. Significant discontinuities can be found in the 
semiconductor industry (Sydow & Müller-Seitz, 2020) influencing a wide range of fields such as production of 
green energy (Baker, 2021), information and communication technologies (ICT) (Hoisl et al., 2015), artificial 
intelligence and process robotization (Berg et al., 2018) or health (Hardeman & Kahn, 2020).  

As regards social trends and transformations, there are studies on the connections between technological 
discontinuities and social media (Orlandi et al., 2020) representing the vector for the new trends and changes 
in consumption behaviors. The most important are collective ecological movements (Marshall, 2013) 
generating substantial changes both at the technological and organizational level (Kautish et al., 2019) and at 
the regulatory policies. 

At the same time, major technological discontinuities are important opportunities for the companies that know 
how to take advantage of them, but also a danger of losing the dominant position, or even extinction for the 
hesitant companies (Hoisl et al., 2015).  

Significant opportunities of the transition to Industry 4.0 stand out, starting from products and services to 
processes and economic systems (Enyoghasi & Badurdeen, 2021) for companies that are prepared to integrate 
the new technologies in their value chains.  

As it emerges from the literature, the field providing the most opportunities for companies is that of intelligent 
production (Zenisek et al., 2021) by integrating modular and reconfigurable equipment allowing a rapid 
adaptation of production processes (Morgan et al. al, 2021), by the widespread use of cyber-physical production 
systems (Kim & Park, 2017) or by the real-time integration of labor, machines and materials in IoT-type 
operational platforms (Nabeel et al., 2020). Smart production, implemented and operationalized correctly, could 
provide superior competitive advantages (Lenz et al, 2020) and increased company profitability. 

Another significant area of opportunity is that of energy sustainability (Ghobakhloo & Fathi, 2021), which 
companies can achieve both by supporting investment in research and developing more energy efficient 
technologies (Khalate et al., 2018) as well as by optimizing processes and streamlining value chains (Liu et al., 
2018), based on decisions supported by real-time processing of information. 

Analysis of threats/barriers emerging from the literature in relation to the transition to Industry 4.0. The analysis 
is clearly dominated by the topic of cyber vulnerabilities representing the "Achilles' heel" of the new era based 
on generalized digitization (Shahin et al., 2020). Due to the unprecedented integration facilitated by Industry 
4.0 and the enormous amount of data underlying decision-making or production processes (Ren et al., 2019), 



 

 

 
 

Pucheanu F., Pacesila M., Colesca S.E. & Burcea S.G. 
 

INDUSTRY 4.0, SUSTAINABILITY AND INNOVATION AT THE CROSSROAD: A REVIEW ANALISYS 
 

 

61 

ISSN 

2067- 2462 

M
a
na

ge
m
e
nt

 R
e
se

a
rc

h
 a

nd
 P

ra
ct

ic
e
 

V
ol
um

e
 1

4
, 

I
ss

ue
 3

 /
 S

e
pt

e
m
b
e
r 

2
0
2
2
 

1
.1

.1
.1

.1
.1

.4
 M

a
rc

h
 

the companies' information systems are exposed more than ever to the dangers of cyber-espionage (Pereira 
et al., 2017). Moreover, the intelligent platforms based on Internet of Things (IoT) technology have multiple 
vulnerabilities to various cyber attacks by the multitude of sensors, informational nodes and autonomous 
equipment communicating bi-directionally and in real time within the system (Burger et al., 2020). These 
vulnerabilities start from the simply deactivation of the system (denial-of-service) (Lawal et al., 2021) and 
conditioning its restart on a financial reward to complete destruction in the case of terrorist cyber attacks (Saidi 
et al., 2017). 

The most targeted areas as regards the frequency of cyber attacks are energy systems, essential production 
processes, transport and communication networks (Kimani et al., 2019). 

As regards the barriers and challenges of the transition to Industry 4.0, legal uncertainties (Kamble et al., 2018), 
substantial installation costs (Erol et al., 2016), lack of a strategic vision of companies (Basl, 2017), lack of 
qualification of the labor force (Kiel et al, 2017) or employees resistance to disruptions in labor relations 
(Horváth & Szabó, 2019) are among the most frequently stated and studied. 

5. CONCLUSIONS 

The purpose of this paper is to highlight the main findings regarding the concepts of innovation and 
sustainability in the context of Industry 4.0 in the literature. In this regard, the most cited 80 publications were 
analyzed, resulting in five topics of interest. 

Analyzing the literature, the interdependencies between Industry 4.0 taking shape worldwide and the concepts 
of innovation and sustainability are clearly outlined. Innovation has always been the catalytic factor of progress, 
at the dawn of the new paradigm, while the information technologies and the generalized digitalization of 
systems and processes opened the path to a more efficient and sustainable future. Thus, in the context of 
increased ecological pressures, sustainability is a concern both within research activities and in the economic 
and social environment. Therefore, everyone seems to have understood that the only viable trajectory for the 
future of humanity is that of sustainability, this desire requiring the collaboration of all stakeholders by using 
digital technologies on a large scale. 

The fundamental contribution of this article as regards the thematic investigation in searching the trends of 
research consists in identifying five research topics in the field. By systematizing the findings of the publications 
studied, this article shed light on a particularly important field of research outlining results which could be useful 
for university community, decision makers as well as professionals. 
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